BO GIAO THONG VAN TAl CONG HOA XA HQI CHU NGHIA VIET NAM

TRUNG TAM CONG NGHE THONG TIN Poc l1ap - Tw do - Hanh phac
S6:11  /TTCNTT-HT Ha Néi, ngay 16 thang 01 nam 2023
VIV canh bao cac 16 hong bao mat thang
01/2023

Kinh gtri: Cac co quan, don vi, doanh nghiép truc thuoc Bo

Trung tdm Cong nghé¢ thdng tin nhan dugc théng tin canh bao tir cac co quan
chtrc ning vé nguy co tdn cdng mang lién quan t&i céc 16 hong bao mat trong céc
san pham cia Microsoft (Windows Advanced Local Procedure Call (ALPC),
Microsoft SharePoint Server, Microsoft Exchange Server, Windows Workstation
Service, Microsoft Cryptographic Services, Microsoft Office). Cac 156 hong bao
mat nay cho phép dbi twong tan céng thuc thi ma tir xa.

(Théng tin chi tiét cac 16 héng bao mat tai phu luc kém theo).

Dé dam bao an toan thdng tin mang cho cac hé théng, Trung tdm Cong nghé
thong tin dé nghi cac don vi chit dong thyc hién céc bién phap sau:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c6 kha nang
bi anh huong. Thuc hién cap nhat ban vé kip thoi dé tranh nguy co bi tan cong.

2. Tang cudng giam sat va sin sang phwong an xu ly khi phat hién c6 dau
hiéu bi khai thac, tan cong mang; dong thoi thudng xuyén theo ddi kénh canh bao
Clia cac co quan chirc nang va cac to chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tdn cdng mang.

Trudng hop can thiét, lién hé vai Trung thm Cong nghé thdng tin (dién thoai:
0985366388) va cac co quan chirc ning vé an toan, an ninh mang dé xir 1y./.

Noi nhan: KT. GIAM DOC
- Nhu trén;

- Giam ddc (dé blc);

- Céc Phong: HT-ATTT, PM (dé thuc hién);
- Luu: VT, HT (TrungDD).
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PHU LUC

Théng tin vé cac 16 hong bio mat trong san pham Microsoft
(Kém theo Viin ban sé 11 /TTCNTT-HT ngay16 /01/2023 ciia Trung CNTT)
1. Théng tin cac 16 hong bao mat

STT | CVE M0 ta Link tham khao
- biém: CVSS: 8.8 (cao)
- M0 ta: 16 hong trong Windows
Advanced Local Procedure Call
CVE- | (ALPC) cho phép dbi twong tin | https://msrc.microsoft.com/up
1 2023- | cong thyc hién nang cao dic quyén. | date-guide/vulnerability/CVE-
21674 | L6 hong nay dang bi khai thac trong | 2023-21674
thuc té.
- Anh huéng: Windows 8.1/10/11,
Windows Server 2012/2019/2022.
CVE- 2 ) https://msrc.microsoft.com/u
2023- |~ Blefn ' CV st ’ 8';8 (cao) dat%-guide/vulnerabiIity/CVEp-
21743, | - _Mo ta: 1o hon_g trong trong 2023-21743
Microsoft SharePoint Server cho _ .
CVE- hép déi trona tin cona thuc hien https://msrc.microsoft.com/up
2 | 2023 |bep dortuong g thuc NIEN | - te-guide/vulnerability/CVE-
21744, tan cong vuot qua cg c‘he bao mat 2023-21744
CVE- (Bypass), thuc thi ma tir xa. https://msrc.microsoft.com/up
- Anh huong: Windows 8.1/10/11, T .
2023- Windows Server 2012/2019/2022 date-guide/vulnerability/CVE-
21742 "1 2023-21742
CVE- https://msrc.microsoft.com/up
2023- date-guide/vulnerability/CVE-
21763, | - Biém: CVSS: 8.0/7.8 (cao) 2023-21763
CVE- |- M6 ta: 16 héng trong trong | https://msrc.microsoft.com/up
2023- | Microsoft Exchange Server cho | date-guide/vulnerability/CVE-
3 | 21764, | phép déi twong tan cong thuc hién | 2023-21764
CVE- | nang cao dac quyen, tan cong gia | https://msrc.microsoft.com/up
2023- | mao (Spoofing). date-guide/vulnerability/CVE-
21762, | - Anh huong: Microsoft Exchange | 2023-21762
CVE- | Server 2016/2019. https://msrc.microsoft.com/up
2023- date-guide/vulnerability/CVE-
21745 2023-21745
- biém: CVSS: 8.8 (cao)
- M0 ta: 16 hong trong Windows
Workstation Service cho phép dbi
CVE- | tugng tan cong thuc hién nang cao | https://msrc.microsoft.com/up
4 | 2023- | dic quyén. LS hong nay da duogc | date-guide/vulnerability/CVE-
21549 | cong bo rong réi trén Internet. 2023-21549
- Anh  huwong:  Windows
7/8.1/10/11, Windows Server
2012/2019/2022.




STT | CVE M0 ta Link tham khao
- biém: CVSS: 8.8/7.8 (cao)
CVE- é:\;&otgfa;)%igoggr\t/riggg (I:\ﬂ(l)crg;%g https://msrc.microsoft.com/up
2023- dbi trong tn cong thuc hien nang date-guide/vulnerability/CVE-
5 21561, cao dic quy2n ' ' 2023-21561
CVE- " L ind https://msrc.microsoft.com/up
2023- |2 Anh - huong:  WIndows | o o idesvulnerability/CVE-
91551 7/8.1/10/11, Windows Server 2023-21551
2008/2012/2016/2019/
2022.
- biém: CVSS: 7.8 (cao)
CVE- | - M6 ta: 156 hong trong Microsoft | https://msrc.microsoft.com/up
2023- | Office cho phép d6i trong tan cong | date-quide/vulnerability/CVE-
5 21734, thup thi ma tur xa. 2023-21734
CVE- |- Anh hudng: Microsoft Office | https://msrc.microsoft.com/up
2023- | LTSC for Mac 2021, Microsoft | date-guide/vulnerability/CVE-
21735 | 365, Microsoft Office 2019 for | 2023-21735
Mac.

2. Hwéng dan khic phuc
Bién phap tét nhat dé khic phuc 1a cap nhat ban va cho céc 16 hong bao mat

néi trén theo huéng dan cua hang. Quy don vi tham khao cac ban cap nhat phi hop
cho c4c san pham dang sir dung tai link nguén tham khao cuaa phu lyc.
3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide

https://www.zerodayinitiative.com/blog/2023/1/10/the-january-2023-
security-update-review


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21561
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21561
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21561
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21734
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21734
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21734
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