BO GIAO THONG VAN TAI CONG HOA XA HQI CHU NGHIA VIET NAM
CUC HANG HAI VIET NAM Péc lap - Tw do - Hanh phiic

S6: 633 /CHHVN-KHCNMT Ha Ngi, ngdy 18 thang 02  nam 2025
V/v canh bao 10 hong bao mat thang
02 nam 2025.
Kinh gui:

- Cac don vi truc thudc;
- Cong ty TNHH MTYV Thong tin di¢n tir hang hai Viét Nam.

Cuc Hang hai Viét Nam nhan dugc thong tin canh bao vé nguy co tAn cong
mang lién quan téi cac 16 hong bao mat trong cac san pham cta Microsoft
(Windows va cdc thanh phan ciia Windows, Office va cdc thanh phan cia
Office, Hyper-V, SharePoint Server, .NET va Visual Studio, Azure, BitLocker,
Remote Desktop Services va Windows Virtual Trusted Platform Module) va cac
san pham khac (Palo Alto Networks PAN-OS, Mitel MiCollab, Router hang
Four-Faith mau F3x24 va F3x36, Cleo Harmony, VLTrader, LexiCom, Apache
MINA, Apache Struts, Apache Tomcat, FortiClientEMS, ColdFusion). Cac 15
hong bao mat nay cho phép ddi twong tin cong thuc thi ma tir xa (Thdng tin chi
tiét tai phu luc kem theo).

Pé bao dam an toan thong tin mang cho Hé thong cong nghé thong tin cia
Cuc Hang hai Viét Nam va cac don vi truc thudc, Cuc Hang hai Viét Nam yéu
cau Cong ty TNHH MTV Thong tin dién tir hang hai Viét Nam va cac don vi
tryc thudc chu dong thuc hién cac bién phap sau:

1. Kiém tra, ra soat hé théng thong tin dang st dung c6 kha ning bi anh
huéng boi cac 16 héng an toan thong tin néu trén; va thuc hién cap nhat ban va
kip thoi dé tranh nguy co bi tan cong. Chu dong theo ddi cac thong tin lién quan
dén cac chién dich tin cong mang dé thuc hién ngan chin nham tranh nguy co bi
tan cong.

2. Tang cudng giam sat va san sang phuong an xtr 1y khi phat hién c6 dau
hiéu bj khai thac, tin cong mang; déng tho1i thuong xuyén theo doi kénh canh
bdo ctia cic co quan chirc ning va cic tO chirc vé an toan thong tin, an ninh
mang dé phat hién kip thoi cic nguy co tin cong mang.

Truong hop can thiét, lién hé véi Trung tim Cong nghé thong tin - Bo Giao
thong van tai (éng Dwong Dinh Trung - sé dién thoai 0985366388), Phong Khoa
hoc - Cong nghé va Moéi trudng, Cuc Hang hai Viét Nam (éng Buiii Ngoc Thi - s6
dién thoai 0374596606) va cic co quan chiic nang vé an toan thong tin, an ninh
mang dé duoc hd tro xtr 1y.



Cuc Hang hai Viét Nam yéu cau cac don vi trién khai thyc hién./.

Noi nhdn:l2>

- Nhu trén;

- Cuc trudng (dé b/c);
- Luu: VT, KHCNMT.
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Phu luc

THONG TIN VE CAC LO HONG AN TOAN THONG TIN
1.Thong tin c4c 15 hong

STT

CVE

Mo ta

Link tham Kkhao

CVE-
2025-
21333
CVE-
2025-
21334
CVE-
2025-
21335

- Biém CVSS: 7.8 (Cao).

- M6 ta: L3 hong trong Windows Hyper-V
NT Kernel Integration VSP cho phép dbi
tuong tan cong thyc hién leo thang dac
quyeén. L héng hién dang bi khai thac trong
thuc té.

- Anh huéng: Windows 10, Windows 11,
Windows Server 2025.

https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2025-21333
https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2025-21334
https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2025-21335

CVE-
2025-
21298

- Piém CVSS: 9.8 (Nghiém trong).

- M6 ta: L hong trong Windows OLE cho
phép dbi tugng tan cong thuc thi ma tir xa.

- Anh huong: Windows 10, Windows 11,
Windows Server 2008, 2012, 2016, 2019,
2022, 2025.

https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2025-21298

CVE-
2025-
21297
CVE-
2025-
21309

- Piém CVSS: 8.1 (Nghiém trong).

- Mo ta: L3 hong trong Windows Remote
Desktop Services cho phép ddi tuong tan
cong thuc thi ma tir xa.

- Anh huong: Windows Server 2012, 2016,
2019, 2022, 2025.

https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2025-21297
https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2025-21309

CVE-
2025-
21308

- Piém CVSS: 6.5 (Cao).

- Mo ta: LS héng trong Windows Themes
cho phép ddi tuong tin cong thuc hién tan
cong gia mao (spoofing). Thong tin chi tiét
vé 16 hong da duoc cong bd cong khai.

- Anh huong: Windows 10, Windows 11,
Windows Server 2012, 2016, 2019, 2022,
2025.

https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2025-21308

CVE-
2025-
21186
CVE-
2025-
21366
CVE-
2025-
21395

- biém CVSS: 7.8 (Cao).

- Mo ta: Ld hong trong Microsoft Access
cho phép dbi twong tan cong thyc thi ma tir
xa. Thong tin chi tiét vé 16 hong da duoc
cong bo cong khai.

- Anh hudng: Microsoft Access 2016,
Microsoft Office LTSC 2021, 2024,
Microsoft 365 Apps for Enterprise,
Microsoft Office 20109.

https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2025-21186
https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2025-21366
https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2025-21395




STT| CVE Mo ta Link tham khao
- iém CVSS: 7.8 (Cao).
- Mo ti: Lo hong trong Windows App
CVE- P?Ckage InS.tAaHer cho p he? doi Eu’('mg Atan https://msrc.microsoft.com/
cong thyc hién leo thang dac quyén. Thong . -
6 | 2025 tin chi tiét vé 16 hong da dugc cong bd con update-guide/vuinerability/
21275 | o Y g da dugc cong 9 | cVE-2025-21275
- Anh huong: Windows 10, Windows 11,
Windows Server 2022, 2025.
- Piém CVSS: 9.8 (Nghiém trong).
CVE- | Mo tai Lo P.Oﬂg trong W'P dows NTI.‘AM Vi https://msrc.microsoft.com/
cho phép doi tugng tan cong thuc hién leo . -
7 | 2025- thang diic quyén update-guide/vulnerability/
213111 A n h{n”mg: Windows 11, Windows Server S
2022, 2025.
_| - biém CVSS: 7.8 (Cao). _ .
CVE-| M6 ta: L hong trong Microsoft Excel cho https.//msrc.m|crosoft._cc_>m/
2025- e TS N update-guide/vulnerability/
phép doi tugng tan cong thuc thi ma tir xa.
21354 | 7 , : . CVE-2025-21354
8 - Anh hudng: Microsoft Office LTSC 2021, _ )
CVE- ) ; https://msrc.microsoft.com/
2024, Microsoft 365 Apps for Enterprise, . -
2025- Microsoft Office 2019, Office Online update-guide/vulnerability/
21362 ’ CVE-2025-21362
Server.
- biem CVSS: 7.8 (Cao).
CVE- | | Mo ta: Lo hor,lg trfng Mlcr;OSOfAt Office https://msrc.microsoft.com/
OneNote cho phép doi tuong tan cong thuc . -
9 | 2025- thi m3 tir xa update-guide/vulnerability/
21402} i ih huong: Microsoft Office LTSC 2021, CVE-2025-21402
2024, Microsoft OneNote.
- Biém CVSS: 7.8 (Cao).
CVE- | - M6 ta: Lo hong trong Microsoft Office cho | https:/msrc.microsoft.com/
10 | 2025- | phép doi twong tan cong thyc thi mé tr xa. | update-guide/vulnerability/
21365 | - Anh huong: Microsoft Office LTSC 2024, | CVE-2025-21365
Microsoft 365 Apps for Enterprise.
CVE. | - biém CVSS: 7.8 (Cao).
2025- | - M6 ta: L6 hong trong Microsoft Office
21345 Visio cho phép doi tugng tan cong thuc thi | https://msrc.microsoft.com/
11 CVE- ma tur xa. update-guide/vulnerability/
2025- | - Anh hudng: Microsoft Office LTSC 2021, | CVE-2025-21345
91356 2024, Microsoft 365 Apps for Enterprise,
Microsoft Office 2019.
- biém CVSS: 7.8 (Cao).
CVE- | - M0 ta: Lo hong trong Microsoft Word cho | https:/msrc.microsoft.com/
12 | 2025- | phep doi twong tan cong thuc thi ma tir xa. | update-guide/vulnerability/
21363 | - Anh hudng: Microsoft Office LTSC 2021, | CVE-2025-21363

2024, Microsoft 365 Apps for Enterprise.




STT| CVE Mo ta Link tham khéo
- Biém CVSS: 7.8 (Cao).
CVE- | - Mb ta: LS hong trong Microsoft Outlook | https://msrc.microsoft.com/
2025- | cho phép ddi twong tin cong thuc thi mé tir | update-guide/vulnerability/
13 21357 xa. CVE-2025-21357
CVE- | - Anh huong: Microsoft Office LTSC 2021, | https://msrc.microsoft.com/
2025- | 2024, Microsoft 365 Apps for Enterprise, | update-guide/vulnerability/
21361 | Microsoft Office 2019, Microsoft Outlook | CVE-2025-21361
2016.
- Diém CVSS: 7.8 (Cao).
CVE- | - Mb ta: L5 hong trong SharePoint Server | https://msrc.microsoft.com/
2025- | cho phép ddi twong tin cong thuc thi ma tir | update-guide/vulnerability/
14 21344 xa. CVE-2025-21344
CVE- | - Anh huong: Microsoft SharePoint Server | https://msrc.microsoft.com/
2025- | Subscription Edition, Microsoft SharePoint | update-guide/vulnerability/
21348 | Server 2019, Microsoft  SharePoint | CVE-2025-21348
Enterprise Server 2016.
- Piém CVSS: Chua x4c dinh.
CVE- | Mo ta: L hér}g cho phep (,iéi tugng tan _
15 | 2024- c()vng thuc hién tan cong tir chdi dich vu. https_://nvd.nlst.gov/vuln/
3393 |- Anh huong: Palo Alto Networks PAN-OS. | detail/CVE-2024-3393
- L6 hong chua c6 mé khai thac va dang bi
khai thac trong thuc té.
- Piém CVSS: 7.5 (Cao).
- Mo ta: LS hong cho phép dbi tugng tan
" g(}gi ;ﬁgﬁ truy cdp va thuc hién cac hanh vi trai https_: JInvd.nist.govivuln/
41713 | - Anh huéng: Mitel MiCollab. detail/CVE-2024-41713
- L6 hong da c6 ma khai thac va dang bi khai
thac trong thuc té.
- Piém CVSS: 7.2 (Cao).
- M6 ta: Ld hong cho phép dbi tuong tan
CVE- | cOng thyc thi ma tir xa. ) i
17 | 2024- | - Anh hutng: Router hang Four-Faith miu | ooy VAt GOVl
12856 | F3x24 va F3x36.
- L6 héng chua ¢6 ma khai thac va dang bi
khai thac trong thyc te.
- Piém CVSS: 7.8 (Cao).
- M6 ta: Ld hong cho phép dbi tuong tan
CVE- | cong thyc thi ma tir xa. https://nvd.nist.gov/vuln/
18 | 2018- | - Anh hudng: Microsoft Office 2007, 2010, q . A
0802 | 2016. etail/CVE-2018-0802

- L hong da c6 ma khai théc va dang bi khai
thac trong thuec te€.




STT| CVE Mo ta Link tham khao
- Biém CVSS: 7.8 (Cao).
- Mb ta: Ld hong cho phép ddi tugng tin
céng thuc hién tan cong leo thang dac
CVE- | quyén. . i
19 | 2024- | - Anh huéng: Microsoft Windows 10, ztettgfljg\\;%?zlsotza?zgvltggl
49138 | Windows 11, Windows Server 2008, 2012,
2016, 2019, 2022, 2025.
- L6 héng chua c6 ma khai thac va dang bi
khalthactrongthucte
- Piém CVSS: 9.8 (Nghiém trong).
- M0 ta: L3 hong cho phép d6i tuong tin
20 g\;E cor)g the qthl @a It U Xa. q https://nvd.nist.gov/vuln/
024- | - Aph huong: Cleo Harmony, VL Trader, detail/CVE-2024-50623
50623 | LexiCom.
- L3 hong da c6 ma khai thac va dang bi kha
thac trong thuc té.
- Piém CVSS: 10.0 (Nghiém trong).
CVE- | - M6 ta: LS hong cho phép ddi tuong tin _
21 | 2024- cong thyc thi ma tir xa. https_://nvd.nlst.gov/vuln/
50046 |~ Anh huong: Apache MINA. detail/CVE-2024-52046
- L6 hong chwa ¢ mé khai thac va chua bi
khalthactrongthucte
- Piém CVSS: 9.5 (Nghiém trong).
CVE- | M6 ta: LS hong cho phép ddi tuong tin .
29 | 2024- cong thyc thi ma tir xa. httpg://nvd.n|st.gov/vuln/
53677 | Anh huong: Apache Struts. detail/ CVE-2024-53677
- L6 hong da c6 mé khai thac va dang bi khai
thac trong thuc té.
- Diém CVSS: Chua xac dinh.
- Mo ta: LS hong cho phép dbi tugng tan
’3 gagli ;ﬁgﬁ truy cap va thuc thi cac hanh vi trai https_: IInvd.nist.govivuln/
56337 | - Anh hucng: Apache Tomeat. detail/CVE-2024-56337
- L6 héng chwa ¢6 md khai thac va dang bi
khalthactrongthucte
- Piém CVSS: 9.8 (Nghiém trong).
CVE- | - M0 ta: L hong cho phép d6i twong tan _
24 | 2023- cong thyuc thi ma tl_r Xa. httpg://nvd.n|st.gov/vuln/
48788 | Anh huong: FortiClientEMS. detail/CVE-2023-48788
- Lo hong da c6 mé khai thac va dang bi khai
thac trong thuc té.
CVE. | - Piem CVSS: 7.8 (Cao). , , _
o5 | 2024- | - Mo ta: Lo hong cho phép doi tuong tan https_://nvd.nlst.gov/vuln/
35950 cong thyc hién tan cong leo thang dac detail/CVE-2024-35250

quyen.




STT| CVE Mo ta Link tham khéo

- Anh huéng: Microsoft Windows 10,
Windows 11, Windows Server 2008, 2012,
2016, 2019, 2022.

- L3 hong di c6 ma khai thac va dang bi khai
thac trong thuc té.

- Piém CVSS: 7.4 (Cao).

- M6 ta: L3 hong cho phép dbi tugng tan
CVE- | cong truy cap va thuc hién cac hanh vi trai
26 | 2024- | phép.

20767 | - Anh hudng: ColdFusion.

- L6 hong da c6 mé khai thac va dang bi khai
thac trong thuc té.

https://nvd.nist.gov/vuln/
detail/CVE-2024-20767

2. Hwéng din khic phuc

- Tang cudng gidm st va san sang phuong an xt Iy khi phat hién ¢ dau hiéu
bi khai thac, tn cong mang.

- Thuong xuyén theo ddi kénh canh bao cua cac co quan chirc nang va cac
t6 chirc vé an toan théng tin, an ninh mang dé phat hién kip thoi cac nguy co tin
cOng mang.

- Kiém tra, ra soat, xac dinh may tinh sir dung hé diéu hanh Windows c6
kha nang bi anh huéng. Bién phép t6t nhat dé khic phuc 1a cap nhat ban va cho
cac 16 hong an toan thong tin néu trén theo hudng dan ciia hang.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2025/1/14/the-january-2025-
security-update-review


http://www.zerodayinitiative.com/blog/2025/1/14/the-january-2025-
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