. BOXAY DUII\IJ’(‘} ) CONG HOA XA HOI CHU NGHIA VIET NAM
CUC HANG HAI VA PUONG THUY ANlAR _ ,
VIET NAM Poc lap - Tw do - Hanh phuac

S6: 935  /CHHDTVN-KHCNMT Ha Noi, ngay 16thang 4 nam 2025
VIV tang cuong cong tac bao dam an toan
thong tin, an ninh mang.

Kinh gui:

- Céc to chuc giup viéc Cuc trudng;
- Cac don vi truc thudc;
- Cong ty TNHH MTV Thong tin dién tir hang hai Viét Nam.

Hién nay, tinh hinh an toan thong tin c6 nhiéu dién bién phirc tap, cac ddi
tuong x4u da st dung nhiéu thu doan dé danh cép thong tin, dir liu ctuia td chie,
ca nhan. Vira qua, mot s tai khoan ngudi dung trong cac hé thong thong tin cia
Bo Xay dung da bi 19, lot trén Internet. Pdi voi céac tai khoan cua lanh dao, tin
tac co thé loi dung quyén han cia tai khoan dé thay doi cac dit liéu quan trong,
chinh stra, x6a hodc tao mdi cac vin ban gia mao 1am rdi loan cong tac quan ly.
Céc tai khoan 16 lot cling gdy nguy co mat an toan théng tin, an ninh mang do
tin tic loi dung phat tan ma doc, ra quét cac 16 héng hé théng tir do khai thac,
leo thang dic quyén, chiém quyén diéu khién hé thong. Pé bao dam an toan
thong tin, an ninh mang, Cuc Hang hai va Puong thuy Viét Nam yéu cau cac
don vi thyc hién cac ndi dung sau:

1. Cong ty TNHH MTV Thong tin dién tr hang hai Viét Nam

a) Tang cuong trién khai cac bién _phap quan ly, ky thuat nhim bao dam an
toan thong tin, an ninh mang cho hé théng thong tin phuc vu hoat dong ndi bo va
cac hé thdng cung cip dich vu cong truc tuyén trén mang cua Cuc Hang hai va
Duong thuy Viét Nam.

b) Chu dong ra soat cac diém yéu, 16 hong bao mat trén Hé thong thong tin
cua Cuc Hang hai va Puong thuy Viét Nam; kip thoi cap nhat cac ban va, cau
hinh ting cudng bao mat cho hé thong va trién khai cac giai phap phong ngira dé
tranh bi lg1 dung, khai thac dé tan cong.

¢) Tiép tuc chi dong trién khai 06 giai phap trong tam tang cuong bao dam
an toan thong tin, an ninh mang cho hé thong thong tin theo hudng dan Bo
Thong tin va Truyén thong tai cong vin sé 2516/BTTTT-CATTT ngay
2716/2024 (theo yéu cau cia Cuc Hang hdi Viét Nam (nay la Cuc Hang hdi va
Puong thiy Viét Nam) tai céng vin sé 3504/CHHVN-KHCNMT ngay
29/7/2024).

2. Cac don vi truc thudc

a) Tuyén truyén, phd bién ning cao nhan thirc, trach nhiém bao dam an
toan thong tin, an ninh mang dén toan thé coéng chirc, vién chirc va nguoi lao
dong trong don vi.

b) Thu truéng cac don vi truc tiép chi dao cong tac bao dam an toan, an
ninh mang va chiu trach nhiém trude Cuc trudng Cuc Hang hai va Buong thuy
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Viét Nam néu dé X4y ra sy cd mét an toan thong tin mang tai don vi minh.

¢) Tang cudng trién khai cac bién phap quan 1y, k¥ thuat nham bao dam an
toan, an ninh mang cho hé thong thong tin phuc vu hoat dong ndi bd cua don vi
va cac hé théng cung cép dich vu cong truc tuyén trén mang.

d) Cha dong ra soat cac diém yéu, 16 hong bao mat trén hé thong thong tin
cua don vi; kip thoi cap nhat cac ban va, cAu hinh tang cuong bao mat cho h¢
thng va trién khai cac giai phap phong ngira dé tranh bi loi dung, khai thac dé
tan cong.

d) Chul dong ra soét céc tai khoan trong cac hé théng thong tin thudc pham
vi quan 1y ctia don vi va céc tai khoan duoc cip trong cac hé thong thong tin cua
Cuc Hang hai va Puong thuy Viét Nam, Bo Xay dung; thuc hién ngay viéc thay
d6i mat khau tai khoan, khong stir dung mat khau mic dinh, dé doan, dinh ky t6i
thiéu 03 thang thay d6i mat khau mét lan.

e) Khi c6 su thay d6i vé nhan sy ddi véi cac tai khoan dugc cip trong cac
hé thong thong tin ciia Cuc Hang hai va Puong thity Viét Nam va B6 Xay dung,
cac co quan, don vi phai cap nhat kip thoi va gui thong tin (bao gom: ho va tén,
chirc vu, tén tai khodn, 1y do thay doi, thoi diém thay doi) vé Cuc Hang hai va
Duong thuy Viét Nam (qua Phong Khoa hoc — Cong nghé va Moi truong,
Chuyén  vien  Bui  Ngoc  Thi,  SDT: 0374.596.606, Email:
thibn@vinamarine.gov.vn) dé thuc hién cap nhat, xir 1y theo quy dinh.

3. Céc t6 chirc giup viéc Cuc truong yéu cau cac cong chirc thyc hién ngay
viéc thay d6i mat khau tai khoan, khong str dung mat khau mac dinh, dé doan,
dinh ky tdi thiéu 03 thang thay doi mat khau mét l1an. Khi c¢6 su thay d6i vé nhan
su dbi v6i cac tai khoan dugc cip trong cac hé thong thong tin ciia Cuc Hang hai
va Puong thuy Viét Nam va Bé Xay dung, cac t6 chirc giup viéc Cuc trudng
phai cap nhat kip thoi va giri thong tin (bao gom: ho va tén, chirc vu, tén tai
khodn, Iy do thay déi, thoi diém thay déi) vé Phong Khoa hoc — Cong nghé va
Moi truong (Chuyén vién Bui Ngoc Thi, SPT: 0374.596.606, Email:
thibn@vinamarine.gov.vn) dé thuc hién cap nhat, xtr Iy theo quy dinh.

4. Céc don vi thuong xuyén theo doi kénh canh bao ctia cac co quan chirc
nang va cac t6 chtic vé an toan thong tin, an ninh mang dé phat hién kip thoi cac
nguy co tan cong mang; va thuong xuyén truy cap Trang thong tin dién tu cia
Cuc Hang hai va Puong thuy Viét Nam (chuyén muc Chuyen doi so tai website
c6 dia chi https://vimawa.gov.vn/vi/chuyen-doi-so) dé cip nhat cac canh bao,
huéng dan vé an toan thong tin, an ninh mang.

5. Cac don vi thuc hién viéc cai dat, st dung cac phan mém (trong dé c6
phdn mém diét virus) c6 ban quyén cho cac thiét bi may tinh, may chu cta don
vi minh dé phuc vu nhu cau cong viéc.

6. Cac don vi t6 chirc thuc hién bao tri cic san phrflm cua dy an cong ngh¢
thong tin theo quy dinh tai khoan 26, Piéu 1 ctia Nghi dinh sb 82/2024/ND-CP
ngay 10/7/2024 ctia Chinh phu stra ddi, bd sung mét sé diéu cuia Nghi dinh sb
73/2019/ND-CP ngay 05 thang 9 nam 2019 cua Chinh phu quy dinh quan ly dau
tu ing dung cong ngh¢ thong tin s dung nguon vbn ngan sach nha nudc.

Truong hop can thiét néu xay ra su c¢O v€ an toan thong tin, an ninh mang
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dé nghi lién hé véi Trung tAm Cong nghé thong tin - Bo Xdy dung, Cuc Hang
hai va Buong thuy Viét Nam (6ng Bui Ngoc Thi chuyén vién Phong Khoa hoc -
Cong  nghé va  Moi  truong, SPT: 0374596606, Email:
thibn@vinamarine.gov.vn) va cac co quan chtic ning vé an toan thong tin, an
ninh mang dé duoc hd tro xtr 1y.

Cuc Hang hai va Puong thiy Viét Nam yéu cau cac don vi trién khai thuc
hién./. Clwt

Noi nhén: KT CcucC TRUO’N G
- Nhu trén;

- Cuc trudng (dé b/c);
- Cac Pho Cyc trudng;
- Luu: VT, KHCNMT.

¢ Minh Dao
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