BO XAY DUNG CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Poc 1ap - Tw do - Hanh phuc

S6: 918 /TTCNTT-HTS Ha Néi, ngay 30 thang 7 nam 2025

V/v nguy co 16 hong bao mét Microsoft
SharePoint CVE-2025-53770

Kinh gtri: Cac co quan, don vi, doanh nghi¢p truc thudoc Bo

Trung tdm Cong nghé thong tin nhan dugc Vin ban sd 5947/A05-
TTANMQG ngay 25/7/2025 ctua Cyc an ninh mang va PCTP su dung cong ngh¢
cao, Bo Cong an vé viéc nguy co 16 hong bao mat Microsoft SharePoint CVE-
2025-53770 (giti kém theo). Dé dam bao an toan thong tin, an ninh mang, Trung
tam Cong nghé thong tin dé nghi cac don vi thuc hién cac ndi dung sau:

1. Kiém tra, ra soat va xac dinh may chu str dung phién ban SharePoint c6
kha nang bi &nh huong. Thuc hién cdp nhat ban va bao mat cho cac may bi anh
huong theo hudng dan cua Microsoft tai dia chi:
https://msrc.microsoft.com/blog/2025/07/customer-guidance-for-sharepoint-
vulnerability-cve-2025-53770/

2. Tang cuong giam sat va san sang phuong an xtr Iy khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thot thuong xuyén theo doi kénh canh bao
cua cac co quan chirc nang va cac t6 chirc 16n vé an ninh mang dé phat hién kip
thdi cac nguy co tan cong mang.

3. Trong trudong hop phat hién diu hiéu tin cong mang khai thac 15 hong
bao mat trén d& nghi cac don vi lién hé véi Trung tim Cong nghé thong tin (6ng
Hoang Manh Cuong, di¢n thoai: 0983843786) hoac Trung tim An ninh mang
quéc gia, Cuc A05, Bd Cong an (dién thoai: 0593.505.999) dé phdi hop xtr 1y./4f/6~‘/

Noi nhdn:

- Nhu trén;

- Giam déc (dé b/c);
- Luu: VT, HT.

Phung Van Trong
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