_ BOXAY DUNG _ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC HANG HAI VA PUONG THUY Poc 1ap - Tu do - Hanh phic
VIET NAM P : :

S6: 3915 /CHHPTVN-KHCNMT Ha Néi, ngay 18 thang 8 ndm 2025
V/v canh bao 16 hong bao mat.

Kinh gtri:
- Cac don v1 truc thuoc;
- Cong ty TNHH MTYV Thong tin dién tir hang hai Viét Nam.

Cuc Hang hai va Buong thuy Viét Nam nhan dugce thong tin canh bao tu cac co
quan chirc ning vé nguy co 16 hong bao mat Microsoft SharePoint CVE-2025-53770
(guti kem theo).

Pé bao dam an toan thong tin, an ninh mang cho Hé thong cong nghé thong tin
cua Cuc Hang hai va Puong thuy Viét Nam va cac don vi truc thudoc, Cuc Hang hai
va Puong thuy Viét Nam yéu cau Cong ty TNHH MTV Théng tin dién tir hang hai
Vi¢t Nam va cac don vi truc thudc chu dong thuc hién céc bién phap sau:

1. Kiém tra, ra soat hé thong thong tin dang str dung c6 kha ning bi anh hudng
boi cac 16 hong an toan thong tin néu trén; cap nhat ban va bao mat cho cac hé thong
thong tin bi 4anh hudng theo hudéng dan ctia Microsoft tai dia chi:
https://msrc.microsoft.com/blog/2025/07/customer-guidance-for-sharepoint-
vulnerability-cve-2025-53770/. Chii dong theo ddi cac thong tin lién quan dén chién
dich tin cong mang dé thuc hién ngin chan nham tranh nguy co bi tin cong.

2. Tang cudng giam sat va san sang phuong an xir 1y khi phat hién c6 dau
hiéu bi khai thac, tdn cong mang; dong thoi thuong xuyén theo doi kénh canh bao
clia cac co quan chic ning va cic to chirc vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

Truong hop can thiét, lién hé véi Trung tdim Cong nghé thong tin - Bo Xay
dung (6ng Hoang Manh Cudng - sd dién thoai 0983.843.786), Phong Khoa hoc -
Cong nghe va Moi truong, Cuc Hang hai va Puong thuy Viét Nam (0ng Bui Ngoc
Thi - s6 dién thoai 0374.596.606), hodc Trung tim an ninh mang qudc gia, Cuc A0S,
Bo Cong an (s6 dién thoai: 0593.505.999) va cac co quan chirc ning vé an toan
thong tin, an ninh mang dé dugc hd tro xu 1y.

Cuc Hang hai va Puong thiy Viét Nam yéu cau cac don vi trién khai thuc

hién/. (|
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